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Abstract

In 2025, India's digital transformation has significantly beightened its vulnerability to cyber
threats, affecting individuals, organizations, and governmental institutions alike. This stucy
focuses on assessing the awareness of cybercrime among school educators in Abmedabad City,
an essential demographic for enbancing cybersecurity education. Through a quantitative
research design and structured questionnaire, data was collected from 120 educators using
stratified random sampling. Key findings reveal a high level of awareness among educators
regarding cybercrimes like phishing, financial crime and malware, yet significant gaps exist
in preparedness and response strategies. Financial cybercrime emerges prominently among the
surveyed respondents. Gender was found to influence satisfaction with available cybersecurity
solutions, while the type of cybercrime experienced varied across demographic groups.
Educators predominantly seek self-education and IT support post-incident, underscoring the
need_for improved resources and training. The stucdy underscores the importance of tailored
cybersecurity strategies and comprebensive educational initiatives to mitigate cyber risks

effectively.
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In 2025, cybercrime has grown to be a major worry for people, companies, and government organisations all over India as the country
continues its fast digital transformation. In India's rapidly digitalizing world, cybercrime has emerged as a substantial danger to individuals,
organisations, and government institutions nationwide.

The present study endeavours to evaluate the existing state of cybercrime awareness across several Indian demographic groups and pinpoint
crucial aspects that require enhancement in cybersecurity practices and education.

The maturity of Digital India programmes and the growing usage of digital technology have increased India's susceptibility to cyber threats.
Comprehending the level of knowledge among the Indian populace regarding these hazards is vital in devising efficacious tactics to counter
cybercrime and safeguard confidential data in the most populous nation globally.
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BACKGROUND OF THE STUDY

India's cybercrime trend has consistently demonstrated an increase. The number of cybercrime cases in India has risen dramatically over
the last three years, from 50,035 in 2020 to an expected 85,000 in 2023, according to the most recent data from the National Crime Records
Bureau (NCRB) (https://ncrb.gov.in/).

Important data that demonstrate the significance of this research in the Indian context by 2024 are as follows:

v
v

v

v
v

With an estimated 60 million Indians impacted by cybercrime in 2023, India currently holds the second-place position in the world.
In 2023, approximately 2 million cybersecurity events were reported by the Indian Computer Emergency Response Team (CERT-
In), a 42% increase over 2021.

With ransomware attacks making up 35% of all recorded cases in 2023, they are now the type of cybercrime in India that is expanding
the quickest.

In India, the average cost of a data breach increased by 42% from 2022 to ¥25 crore in 2023.

As of early 2024, just 52% of Indian organisations had adopted a thorough cybersecurity strategy, despite advancements.

Cybercrime Landscape in India (2020-2024)
The trajectory of cybercrime in India has shown a consistent upward trend:

YEAR  NO. OF CASES |

2020 50,035 NO. OF CASES

2021 52,974 1,20,000
2022 65,893

2023 85,000 1,00,000

2024 Projected to exceed 100,000 cases 80,000
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40,000

20,000
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2020 2021 2022 2023 2024

Types of Cybercrimes:

1.

Phishing: Deceptive practice where criminals impersonate legitimate entities to trick individuals into revealing sensitive information.
In India, phishing often targets bank customers and e-commerce users via fake SMS or emails. It accounts for 28% of cyber-attacks as
of 2023.

Identity Theft: Criminals steal personal information to impersonate victims for financial gain or other malicious purposes. In India,
this often involves misuse of Aadhaar numbers or PAN cards. Over 50,000 cases were reported in 2023, a 30% increase from 2022.
Unauthorized Transactions: Financial transactions made without the account holder's consent, often through compromised mobile
banking apps or stolen card details. In 2023, unauthorized electronic transactions in India amounted to 1,500 crore.

Malware Attacks: Malicious software designed to disrupt, damage, or gain unauthorized access to computer systems. In India,
malware often targets Android devices. CERT-In reported over 10 million affected devices in 2023.

Financial Crimes: Various cybercrimes with financial motives, including investment frauds and cryptocurrency scams. Often
promoted through social media in India. Cost Indian victims over X15,000 crore in 2023.

Unauthorized Access to Personal Information: Illegal access to individuals' private data, often through hacking or exploiting
system vulnerabilities. Several high-profile data breaches in India have affected millions of users. The Personal Data Protection Bill,
passed in 2023, aims to address such issues.

An extensive examination of cybercrime awareness across different factors in Ahmedabad City will be provided by this study. Our goal is

to provide policymakers, educators, and cybersecurity experts with essential information to improve public awareness and resilience against

cyber threats in the Indian context by detecting knowledge gaps and understanding levels.
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RESEARCH QUESTION

To achieve the objectives of present study, the following research questions are as mentioned below:

1. Whatis the current level of awareness regarding different types of cybercrime among school educators in Ahmedabad City?

2. How prepared are educators to recognize and respond to various cyber threats, including phishing, malware attacks, identity theft, and
financial Crime?

3. What are actions taken by educators after experiencing cybercrime and the support received from IT departments and external
experts.?

4. What are the preferred resources and methods for improving cybercrime awareness and preparedness among educators?

OBJECTIVES OF THE STUDY

1. To assess general awareness of cybercrime among school educators in Ahmedabad city.

2. To determine the prevalence and types of cybercrime incidents experienced by educators and necessary actions post-incident

3. Toinvestigate the actions taken by educators after experiencing cybercrime and the support received from I'T departments and external
experts.

4. To identify preferred resources and methods for improving cybercrime awareness and preparedness among educators.

RESEARCH METHODOLOGY
= RESEARCH DESIGN

This study employs a Quantitative Research Design to assess cybercrime awareness among school educators in Ahmedabad City,
providing a clear and systematic approach to understanding the current state of cybercrime awareness and actions among educators.

= SAMPLING METHOD

The target population for this study comprises school educators in Ahmedabad City. There are approximately 50 Schools, and around 650
school educators working in Ahmedabad City. A total of 120 school educators were selected using a Stratified Random Sampling
Technique to ensure representation from various sectors and educational professionals within the city. This method allows for a more
accurate reflection of the diverse experiences and awareness levels of educators across Ahmedabad City.

Sample Size Determination
An ideal sample size can be found using the Cochran formula, which takes into account the expected proportion of the attribute in the
population, the precision and confidence level that are supplied.

The Cochran formula:

Where,
e nissamplesize

Z2pq

e cis the desired level of precision (i.e. the margin of error),
no =

e  zisZ-score corresponding to the desired confidence level

2
€ e pisthe (estimated) proportion of the population which has the attribute in question,

e qisl-p
95% level of confidence is used, so z = 1.96. Next, the p = q = 50% situation is customarily assumed as it is the worst possible
case of variability. Let’s take a + 8% sample error.

no= Z2pq
e2
=(1.96)2*0.5(0.5)
0.008
=120

Total sample size determination: 120

= DATA COLLECTION INSTRUMENT

Data was collected using a Structured Questionnaire designed to gather detailed information on educators' awareness, experiences, and
responses to cybercrime incidents. The questionnaire was developed based on a thorough review of existing literature and consultations
with cybersecurity experts to ensure its relevance and comprehensiveness. It comprised the following sections:
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Demographic Information: Collected basic demographic data, including name, email ID, contact number, and gender.
General Awareness: Assessed educators’ general awareness and understanding of cybercrime.
Experience with Cybercrime: Explored the prevalence and types of cybercrime incidents experienced by the educators.

AN NN

Post-Incident Actions: Focused on the actions taken by educators following a cybercrime incident and the support they received
from IT departments and external experts.

\

Solution & Preferred Resources: Identified educators' solutions and preferred resources and methods for improving their
cybercrime awareness and preparedness.

= RESEARCH TOOLS AND TECHNIQUES FOR DATA ANALYSIS

The responses collected from the questionnaires underwent a detailed examination, and a coding system was established for each question
to quantify the qualitative elements. This data was then entered into a master table, which served as the foundation for various tables
incorporated in the study as needed. The study utilized the following tools to collect and analyze the data:

= Microsoft Office Excel 2021

= IBM SPSS Statistics 20

= Google Form

The techniques used for analyzing the collected data are as follows:
= Frequency Distribution

=  Chi- Square Test

=  Factor Analysis

®  One-way ANOVA

= ETHICAL CONSIDERATIONS

Throughout the study, ethical considerations were rigorously upheld. Participants were fully informed about the research’s purpose, and
their informed consent was obtained prior to data collection. To ensure confidentiality and anonymity, responses were anonymized, and
data was securely stored with access restricted to the research team. Participants were assured that their information would be used
exclusively for research purposes.

= LIMITATIONS OF THE STUDY

While this study offers important insights into cybercrime awareness among school educators in Ahmedabad City, it is important to
recognize certain limitations. The purposive sampling technique, while ensuring a diverse representation of educational settings, may lead
to selection bias. Moreover, the self-reported nature of the questionnaire responses might be influenced by social desirability bias. Future
research could improve robustness by using a larger, randomized sample and incorporating additional data collection methods, such as
interviews or focus groups.

DATA ANALYSIS AND DISCUSSION
< DEMOGRAPHIC & GENERAL AWARENESS ANALYSIS

Gender
Frequency Percent Valid Percent Cumulative Percent
Male 101 84.2 84.2 84.2
Valid Female 19 15.8 15.8 100.0
Total 120 100.0 100.0

Do you Know What is Cybercrime?

Frequency Percent Valid Percent Cumulative Percent
Yes 99 82.5 82.5 82.5
Valid No 21 17.5 17.5 100.0
Total 120 100.0 100.0

Have You/ Family been victim of Cybercrime?

I I Frequency | Percent Valid Percent Cumulative Percent I
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Yes 64 53.3 53.3 53.3
Valid No 56 46.7 46.7 100.0
Total 120 100.0 100.0

Interpretation: The sample consists predominantly of male respondents (84.2%), with females making up 15.8% of the participants. This
indicates a gender disparity in the sample, which may need to be considered when interpreting results and drawing conclusions.

A significant majority of the respondents (82.5%) are aware of what cybercrime is, while 17.5% are not. This high level of awareness is
promising but indicates that there is still a need for further education among a portion of the respondents.

More than half of the respondents (53.3%) reported that they or their family members have been victims of cybercrime, while 46.7% have
not had such experiences. This indicates a substantial impact of cybercrime among the respondents, highlighting the importance of
awareness and preventive measures.

% CHI- SQUARE TEST

Chi-Square

Stat t
atements Value (%)

value = Decision for Null Hypothesis

()

Gender vs. How satisfied are you with the available solutions for
addressing cybercrimes?
HO: There is no significant relationship between satisfaction

j - ffc
levels with available solutions for addressing cybercrimes and the Rejected - Gender affects

. . 62.125 .000 satisfaction with cybercrime
demographic variables. solutions
H1: There is a significant relationship between satisfaction levels
with available solutions for addressing cybercrimes and the
demographic variables.
Gender vs. Have You/ Family been a victim of Cybercrime?
HO: There is no significant relationship between being a victim of Accepted - Gender does not
cybercrime and the demographic variables. 0.533 465 affect victimization by
H1: There is a significant relationship between being a victim of cybercrime

cybercrime and the demographic variables.

Gender vs. What type of Cybercrime did you Experience?

HO: There is no significant relationship between the type of
cybercrime experienced and the demographic variables. 29.59%4 .000
H1: There is a significant relationship between the type of
cybercrime experienced and the demographic variables.

Rejected - Gender affects the

type of cybercrime experienced

Gender vs. Do you know what cybercrime is?

HO: There is no significant relationship between knowing what
cybercrime is and the demographic variables. 50.700 .000
H1: There is a significant relationship between knowing what
cybercrime is and the demographic variables.

Rejected - Gender affects
knowledge of cybercrime

Gender

HO: There is no significant relationship between gender and other Rejected - Gender is
variables. 56.033 .000 | significantly related to the other
H1: There is a significant relationship between gender and other variables

variables.

Interpretation: The Chi-Square test results indicate that gender significantly influences satisfaction with cybercrime solutions, the type
of cybercrime experienced, and knowledge of cybercrime, with p-values of .000 for these variables. However, gender does not significantly
affect whether individuals or their families have been victims of cybercrime (p-value of .465). These findings highlight that demographic
factors like gender play a crucial role in shaping educators' interactions with and perceptions of cybercrime.

% FACTOR ANALYSIS
Major Actions did participants take after experiencing a cybercrime incident
Hypothesis of the study are as under:
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Ho: There is no significant relationship between the actions taken after experiencing a cybercrime incident and the demographic variables
of the participants.

H1: There is significant relationship between the actions taken after experiencing a cybercrime incident and the demographic variables of
the participants.

Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings
Component - - - -
Total % of Variance Cumulative % Total % of Variance Cumulative %
1 2.019 25.234 25.234 2.019 25.234 25.234
2 1.331 16.643 41.877 1.331 16.643 41.877
3 1.040 13.005 54.882 1.040 13.005 54.882
4 950 11.872 66.754
S 791 9.888 76.641
6 717 8.967 85.608
7 .611 7.633 93.241
8 541 6.759 100.000
Extraction Method: Principal Component Analysis.
Component Matrix*
Component
1 2 3
Changed passwords 420 .643 -171
Contacted IT support 483 275 314
Ran antivirus/malware software 231 747 -.129
Ignored the incident 471 -.346 -.609
Notified law enforcement .379 -.153 .700
Informed colleagues or peers 714 -.154 -127
Sought help from a cybersecurity expert .633 -.338 -.014
Educated myself on cybersecurity practices .529 -.058 135

Extraction Method: Principal Component Analysis.
a. 3 components extracted.

Interpretation: The Factor Analysis revealed three main components that encapsulate the actions taken by participants:

e Component 1 proactive security measures (e.g., changing passwords, running antivirus software)

e Component 2 seeking external support and reporting (e.g., contacting I'T support, notifying law enforcement),

e  Component 3 self-education and awareness enhancement (e.g., educating oneself on cybersecurity practices).

These components suggest that participants exhibit varied responses to cybercrime incidents, indicating a multifaceted approach to
addressing cybersecurity challenges. The findings support the hypothesis that actions taken after a cybercrime incident are not significantly
influenced by demographic variables, highlighting a universal need for cybersecurity awareness and preparedness across different groups.

% FACTOR ANALYSIS
Solutions did participants receive after facing a cybercrime incident.
Hypothesis of the study are as under:

HO: There is no significant difference in the solutions received after facing a cybercrime incident among the educators.
H1: There is a significant difference in the solutions received after facing a cybercrime incident among the educators.
Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings
Component C lati % of
p Total 9% of Variance umuiative Total A). © Cumulative %
% Variance
1 1.772 22.153 22.153 1.772 22.153 22.153
1.447 18.084 40.237 1.447 18.084 40.237
3 1.207 15.081 55.319 1.207 15.081 55.319
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4 1.148 14.349 69.668 1.148 14.349 69.668
S .828 10.350 80.018
6 .681 8.509 88.527
7 528 6.598 95.125
8 .390 4.875 100.000

Extraction Method: Principal Component Analysis.

Component Matrix*

Component
1 2 3 4
IT Department Assistance .150 -.035 .793 -.002
External Cybersecurity Expert Help 342 .398 .260 -.586
Updated Security Software/Tools 225 528 -.179 .700
Updated Security Software/Tools 452 .552 -371 -.301
Guidance on preventive measures 489 -.342 -.484 =275
No support provided 682 -476 173 .012
Support in monitoring my accounts for suspicious activities 598 -417 -.056 335
Financial compensation or credit monitoring services .562 430 271 .189

Extraction Method: Principal Component Analysis.
a. 4 components extracted.

Interpretation: The factor analysis results reveal four distinct components that account for 69.668% of the total variance in the solutions
received after facing a cybercrime incident. This indicates that the educators’ experiences with solutions after a cybercrime incident can be
grouped into four main factors.

e Component 1 suggests a group of solutions focused on the lack of support and monitoring services.

e Component 2 represents solutions involving software updates and financial compensation.

e Component 3 highlights the assistance from IT departments.

e Component 4 emphasizes the role of updated security tools and monitoring activities.

The significant loadings on these components indicate diverse responses and experiences among educators, suggesting variability in the
support and solutions received. Given the extraction of four distinct components, the null hypothesis (HO) can be rejected, and it can be
concluded that there are significant differences in the solutions received after facing a cybercrime incident among the educators.

< FACTOR ANALYSIS
Hypothesis of the study are as under:
HO: There is no significant difference in the various resources for improving cybercrime awareness among participants.

H1: There is a significant difference in the various resources for improving cybercrime awareness among participants.

Resources would participants find most helpful in improving cybercrime awareness.
Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings
Component - - - -
Total 9% of Variance Cumulative % Total % of Variance Cumulative %

1 1.696 33.913 33.913 1.696 33.913 33.913

2 1.149 22.971 56.884 1.149 22.971 56.884

3 .884 17.689 74.572

4 .837 16.745 91.318

S 434 8.682 100.000

Extraction Method: Principal Component Analysis.

Component Matrix*

Component

Regular training sessions .358 .502
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Online courses

Informational newsletters

Easily accessible online resources

Dedicated cybersecurity staft at nearest place

193
391
817
.843

-735
552
-.096
-.207

Extraction Method: Principal Component Analysis.

a. 2 components extracted.

Interpretation: The factor analysis results reveal two distinct components that account for 56.884% of the total variance in the resources
P Y p

participants find most helpful for improving cybercrime awareness. This indicates that participants’ preferences for resources can be

grouped into two main factors.

e Component 1 suggests a preference for having dedicated cybersecurity staff and easily accessible online resources.

e Component 2 represents a preference for online courses and informational newsletters.

The significant loadings on these components indicate that participants have diverse preferences for resources that would help them

improve their cybercrime awareness. Given the extraction of two distinct components, the null hypothesis (HO) can be rejected, and it can

be concluded that there are significant differences in the helpfulness of various resources for improving cybercrime awareness among

participants.

% ONE- WAY ANOVA

Solutions received after facing a cybercrime incident

Hypothesis of the study are as under:

HO: There is no significant difference in the solutions received after facing a cybercrime incident among different groups of participants.

H1: There is a significant difference in the solutions received after facing a cybercrime incident among different groups of participants.

ANOVA
Mean .
Sum of Squares Df F Sig.
Square
Between Groups .070 3 .023 379 768
Regular training sessions Within Groups 3.680 60 .061
Total 3.750 63
Between Groups S14 3 171 1.422 245
Online courses Within Groups 7.221 60 120
Total 7.734 63
Ik dional Between Groups 279 3 .093 831 482
rrormationa Within Groups 6721 60 112
newsletters
Total 7.000 63
Between Groups 110 3 .037 319 812
Dedicated cyb i
edicated cybersecurity Within Groups 6.890 60 115
staff at nearest place
Total 7.000 63
Easil ‘ble onli Between Groups 204 3 .068 .309 .818
sty accessible onine Within Groups 13.156 60 219
resources
Total 13.359 63
ITD . Between Groups 403 3 134 2.409 .076
cpartmen Within Groups 3.347 60 056
Assistance
Total 3.750 63
. Between Groups 498 3 .166 955 420
External Cybersecurity —
Within Groups 10.439 60 174
Expert Help
Total 10.938 63
Uodated S . Between Groups 379 3 126 1.499 224
peated security Within Groups 5.058 60 084
Software/Tools
Total 5.437 63
Between Groups 379 3 126 1.499 224
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Updated Security Within Groups 5.058 60 .084
Software/Tools Total 5.437 63
Guidance on preventive Between Groups .709 3 236 1.032 .385
Within Groups 13.729 60 229
reasures Total 14.438 63
Between Groups 1.616 3 .539 2.587 .061
No support provided Within Groups 12.493 60 .208
Total 14.109 63
Support in monitoring Between Groups .678 3 226 .886 454
my accounts for Within Groups 15.306 60 255
suspicious activities Total 15.984 63
Financial compensation Between Groups 3.439 3 1.146 5.949 .001
or credit monitoring Within Groups 11.561 60 193
services Total 15.000 63

Interpretation: The results of the ANOVA indicate varied impacts of different interventions on respondents’ perceptions of cybersecurity
effectiveness. Notably, financial compensation or credit monitoring services show a significant effect (F(3, 60) = 5.949, p = .001), suggesting
these measures are perceived as more effective compared to other interventions. Conversely, the IT Department Assistance intervention
shows a trend towards significance (F(3, 60) = 2.409, p = .076), implying potential effectiveness. In contrast, interventions such as regular
training sessions, online courses, informational newsletters, dedicated cybersecurity staff, easily accessible online resources, external
cybersecurity expert help, updated security software/tools, guidance on preventive measures, support in monitoring accounts, and no
support provided did not yield statistically significant effects (p > .05). These findings highlight the nuanced effectiveness of different
cybersecurity strategies, with financial compensatory measures standing out as particularly impactful in enhancing perceived cybersecurity

protection among respondents.

% One- Way ANOVA

Resources most helpful in improving cybercrime awareness
Hypothesis of the study are as under:

HO: There is no significant difference in the perceived different helpful resources for improving cybercrime awareness among educators in

Ahmedabad City.
H1: There is a significant difference in the perceived different helpful resources for improving cybercrime awareness among educators in
Ahmedabad City.
ANOVA
Sum of Squares df Mean Square F Sig.
Reeul o Between Groups .070 3 .023 379 768
cgtrar fraining Within Groups 3.680 60 061
sessions
Total 3.750 63
Between Groups 514 3 171 1.422 .245
Online courses Within Groups 7.221 60 120
Total 7.734 63
Inf dional Between Groups 279 3 .093 831 482
rrormationa Within Groups 6.721 60 112
newsletters
Total 7.000 63
Dedicated Between Groups 110 3 .037 319 812
cybersecurity staff at Within Groups 6.890 60 115
nearest place Total 7.000 63
Easil ‘ble onli Between Groups 204 3 .068 .309 818
sty aceessibie OMINE ™ Within Groups 13.156 60 219
resources
Total 13.359 63

Interpretation: The One-Way ANOVA results indicate that there were no statistically significant differences in perceived helpfulness
among various resources for improving cybercrime awareness. Across categories such as regular training sessions, online courses,
informational newsletters, dedicated cybersecurity staff availability, and easily accessible online resources, the F-values were all below critical
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thresholds, and p-values were above the significance level of 0.05. This suggests that participants' perceptions of these resources did not vary
significantly. Therefore, the null hypothesis, which posited no significant differences in perceived helpfulness among these resources, is
accepted. These findings imply that while various resources are available, their perceived effectiveness in enhancing cybercrime awareness
may not differ significantly among the surveyed educators in Ahmedabad City.

CONCLUSION

The findings of this study provide a comprehensive insight into the current state of cybercrime awareness among school educators in
Ahmedabad City, India. Through a structured questionnaire administered to 120 educators, the study explored their awareness levels,
experiences with cybercrimes, actions taken post-incidents, and preferences for enhancing cybercrime awareness.

Key Findings:

1. Awareness Levels: A majority of educators demonstrated a high awareness of cybercrimes, with 82.5% indicating familiarity with
different types of cyber threats. This is encouraging, suggesting that foundational knowledge among educators is robust but still
requires continuous reinforcement.

2. Incident Prevalence: More than half of the respondents (53.3%) reported personal or family experiences with cybercrimes. This
underscores the pervasive nature of cyber threats in Ahmedabad City.

3. Actions Post-Incident: Educators exhibited a varied response to cybercrimes, ranging from proactive measures such as changing
passwords and running antivirus software to seeking assistance from IT departments and cybersecurity experts.

4. Support Mechanisms: The study identified significant disparities in the support received post-cybercrime incident, with financial
compensation or credit monitoring services proving particularly impactful in mitigating the aftermath of cybercrimes.

5. Preventive Measures: Preferred resources for enhancing cybercrime awareness included regular training sessions, accessible online
resources, and expert guidance, highlighting the need for ongoing educational initiatives tailored to educators’ needs.

Implications and Recommendations:
¢  Educational Interventions: Continuous training sessions and workshops tailored to different aspects of cybercrime can enhance
educators’ preparedness and response capabilities.
e Policy Advocacy: Advocating for robust cybersecurity policies at institutional levels can ensure systematic support and response
frameworks for cyber incidents in educational institutions.
¢  Collaborative Efforts: Strengthening collaborations between educational institutions, cybersecurity agencies, and policy-makers
is essential to foster a secure digital environment for educators and students alike.
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